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New Criminological Challenges
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Osszefoglalds: Bar az emberiség torténetében hosszu ido telt el az els6 orvosi
és terapids innovacioktdl az onvezetd autok megjelenéséig, kevesen szami-
tottak arra, hogy a 21. szdzadra a generativ mesterséges intelligencia plat-
formok és a deepfake-as-a-service-ajanlatok, valamint a hangszimulacié és a
szintetikus média Osszes veszélyes ,,terméke” online elérhetd lesz szinte barki
szamara vilagszerte. A jelen tanulmany célja, hogy egy amerikai birosagi tigy
alapjan mutassa be ezt a jelenséget, valaszt keresve arra a kérdésre, hogy va-
jon szitkséges-e toleralni a személyiségi jogok megsértését a modern krimi-
nolégiai eszk6zok hasznalatanak ,,melléktermékeként”.

Kulesszavak: Innovacio; mesterséges intelligencia platformok; kriminologia;
személyiségi jogok; birdsagi iigy.

Abstract: Although a long time has passed in human history from the first
medical and therapeutic innovations to the time when humanity’s cars be-
came self-driving, few expected that by the 21 century, generative Al plat-
forms and deepfake-as-a-service offerings, as well as all the dangerous “prod-
ucts” of voice simulation and synthetic media, would be available online to
almost anyone worldwid The aim of this paper is to present this phenom-
enon through an American court case, seeking an answer to the question of
whether is it necessary to tolerate personal rights’ violations as a "by-prod-
uct” of the use of modern criminological tools.
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Introduction: The Dark Side of Innovation

In the ever-evolving environment of technology, especially with the rise of
artificial intelligence (AI), law enforcement authorities are facing new chal-
lenges and opportunities. Although a long time has passed in human history
from the first medical and therapeutic innovations [1, 2] to the time when
humanity’s cars became self-driving 3], few expected that by the 21* century,
generative Al platforms and deepfake-as-a-service offerings, as well as all
the dangerous “products” of voice simulation and synthetic media, would be
available online to almost anyone worldwide. However, these technical inno-
vations are proving to be a Janus-faced phenomenon: in addition to their nu-
merous positive applications, they are also capable of causing serious human
rights violations, and on a massive scale.

It seems logical that, like all phenomena, this is a two-sided phenome-
non, and that the purpose of the application determines whether the use of
the application is socially acceptable or illegal: the good purpose justifies the
tool. The availability and affordability of various AI platforms have enabled
criminals to exploit this technology. Recognizing the diversity of artificial
intelligence and the synthetic media it generates, INTERPOL is committed
to exploring this dynamically evolving environment in order to support its
member states in addressing the current and future threats posed by synthetic
media. This requires an approach that involves all stakeholders, including not
only law enforcement agencies in member states, but also representatives of
interested industries and academic institutions [4]. In response to cybercrime,
police themselves are turning to AI tools such as facial recognition, automated
license plate recognition, gunshot detection systems, social media analytics,
and the use of police robots in crime prevention [5]. In parallel, AT has also
infiltrated other sectors of the justice system, helping lawyers and judges in
their daily work.

However, while Al has the potential to transform criminal justice by in-
creasing operational efficiency [6] and improving public safety, it also poses
risks to privacy and other human rights [7]. The aim of this study is to present
one such downside of AI - the use of AI for purposes that are fundamentally
criminologically useful, but which have proven to be legally problematic in
their own right.
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The American Legal Case

Clearview AI was founded in Manhattan, New York, in 2017, before the use
of artificial intelligence became significant worldwide. In 2020, an investiga-
tion by The New York Times (Hill, 2020) revealed and made public the fact
that Clearview AI Inc. had built a facial recognition database using more
than three billion images downloaded from the internet, including social
media, without the consent of the users. The news spread like wildfire in the
media that the company was collecting data not only from well-known social
media sites such as Facebook, Instagram, Twitter, YouTube and LinkedIn,
but also from other publicly available websites, such as news sites, educa-
tional institution websites and even criminal databases. In addition to facial
images, the system also collects and stores metadata such as URLs or geolo-
cation information to help identify wanted individuals [9].

Although Clearview Al has many advantages from a criminological per-
spective, such as enabling the identification of criminals, the illegal construc-
tion of the database and the disregard for data protection considerations still
raise problems that in themselves violate certain human rights, and therefore
may even be considered as a fact in criminal law. In view of this, although
the program created for a good purpose is successfully used by police agen-
cies around the world, it has nevertheless encountered public opposition in
several countries. The data protection authorities of these states have deter-
mined that the company has violated data protection laws [10].

The first such procedure was launched in the United States of America
on May 28, 2020. The American Civil Liberties Union (ACLU) and its Illi-
nois State Office, as well as the Chicago Alliance Against Sexual Exploitation
(CAASE), Sex Workers Outreach Project Chicago (SWOPChicago), Illinois
State Public Interest Research Group, Inc. (Illinois PIRG), and Mujeres Lati-
nas en Accion (Mujeres), represented by the law firm Edelson PC, have filed
a class action lawsuit against Clearview Al, Inc., alleging violations of the
privacy rights of Illinois residents under the Illinois Biometric Information
Privacy Act (BIPA) (ACLU v. Clearview Al, Inc., 2021 Ill. Cir. LEXIS 292).

The lawsuit, filed in the Cook County District Court in Illinois, sought
an injunction to prevent the defendant from making the plaintiffs’ databases
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and platforms accessible to private companies, individuals, public institu-
tions, and law enforcement agencies. The civil society organizations that filed
the lawsuit were individuals whose images were obtained and processed by
Clearview Al Inc. without their consent, exposing them to serious risks such
as identity theft [11] - colloquially known as “personal theft” — as well as
domestic violence and sexual harassment. This lawsuit was the first to specifi-
cally focus on the harmful and threatening effects of Clearview AI’s unprec-
edented intelligence program on vulnerable communities and minorities. The
ACLU argued that Clearview AT’s algorithm clearly violated the local privacy
law, BIPA, and asked the court to order the company to delete the images and
data created without the consent of the subjects, in addition to restoring law-
ful operations. Clearview Al filed a motion to dismiss the lawsuit [12]. After
lengthy litigation, which even required the Supreme Court to intervene to
interpret the Constitution’s privacy provisions, the parties finally reached a
settlement on May 9, 2022, under which the defendant company deleted the
images and other personal data it had unlawfully collected and stored [13].

The Two Sides of the Coin

The settlement the defendants have reached shows that strong privacy laws
can provide real protection against such abuses. Clearview can no longer treat
people's unique biometric identifiers as an unlimited source of profit, even
if it makes a fundamental case that its software also helps law enforcement
agencies.

However, other countries, in addition to the United States, have reported
similar violations of the company’s activities, such as the United Kingdom,
Australia and Canada, which have already taken steps under their data pro-
tection laws to prevent Clearview Al from unlawfully processing the data of
their citizens [10]. On 16 May 2024, the Dutch Data Protection Authority
(DDPA) fined Clearview AI €30.5 million for creating an illegal database. The
DDPA found in its decision that the company had unlawfully collected facial
images, including those of Dutch citizens, without obtaining their consent
[14].
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Although Clearview Al emphasized in all proceedings brought against
it that its product facilitates the effective work of law enforcement agencies,
the European Data Protection Supervisor nevertheless recommended that
EUROPOL, pursuant to Article 43(3)(d) of Regulation (EU) 2024/1689 lay-
ing down harmonised rules on artificial intelligence, not use Clearview Al's
services as this would likely infringe EUROPOL's rules [15].

Despite all this, Clearview AI continues to operate and cites success sto-
ries such as the exoneration of a previously innocent person by identifying a
witness at a crime scene; the identification of a child prostitution perpetrator;
and the exposure of members of an international drug trafficking network
thanks to its facial recognition program [16].

However, there are ongoing concerns about Clearview Al's activities that
the facial recognition program is prone to erroneous results, especially when
identifying people based on skin color and other racially defined characteris-
tics, which exacerbates systemic racism, bias, and discrimination [17].

Conclusions

The need for legal and ethical AI in high-risk criminal justice situations is
paramount. There is no doubt that new laws, regulations and policies are
needed that specifically address the challenges posed by the downsides of AL
The European Union’s Al law prohibits uses of Al such as the purposeless
scraping of images from the internet or CCTYV, real-time remote biometric
identification in public places (subject to limited exceptions), and the assess-
ment of the risk of recidivism based solely on profiling or personality traits
(Regulation (EU) 2024/1689).

The Clearview Al case is a clear reminder to policymakers and practi-
tioners that, like so many things in life, there are two sides to the use of Al
While its use can be beneficial for law enforcement and the administration
of justice, the protection of personal data and transparency are fundamental
human rights that cannot be ignored, even when used for good purposes.
Everyone who has ever shared an image of themselves or others online has
probably been included in Clearview AT’s database — and unfortunately, there
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is no clear defense against these Al systems, except for self-restraint by sharing as little data as possible
online. With the rapid development of artificial intelligence technology, synthetic media is becoming an
increasingly influential form of content. Its easy availability has allowed criminals to use it for activities
that violate criminal law. Synthetic media files are capable of deceiving human perception, which makes
it difficult to determine their authenticity. In this regard, it is highly recommended for authorities dealing
with criminal cases to have a comprehensive knowledge of the multifaceted nature of synthetic media, in-
cluding its creation, distribution and potential effects, while never losing sight of the fundamental human
rights of citizens, since, as can be seen, even a good purpose cannot justify the means in all cases.
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