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Introduction

A subset of healthcare institutions falls within the category of critical entities, as any disruption
to their operation poses direct risks to society and public health. National and European Union
regulations on the resilience of critical entities reinforce the expectation that actors in the
healthcare sector must be able to prevent and manage extraordinary events, as well as maintain
organisational resilience. The aim of this study is to present the types of extraordinary events
that threaten the operations of critical healthcare entities and to examine the organisational and
operational factors that influence resilience. This requires professional interpretation of the
relevant new legal norms and consideration of the mandatory rules prescribed by the authority.
The analysis adopts a comprehensive approach to hospital safety systems and evaluates the
impacts of internally and externally generated extraordinary events on the continuity of patient
care. The cases presented demonstrate that incidents involving the handling of dangerous
substances, fires, gas cylinder events, and extreme weather pose significant risks, particulatly
when preventive and preparedness measures are insufficient. The study concludes that
enhancing the resilience of critical healthcare entities is not solely a technical challenge but also
a matter of organisational design, human resource management, and planning. Education and
training, risk-based planning, and the regular conduct of exercises jointly contribute to ensuring
that healthcare institutions can maintain essential services even under extraordinary
circumstances.

Bevezetés

Az egészséglgyl intézmények egy része a kritikus szervezetek kérébe tartozik, mivel mikodésiik
zavara kozvetlen tarsadalmi és kbzegészségiigyi kockazatot jelent. A kritikus szervezetek ellenallé
képességére vonatkozé hazai és eurdpai unids szabalyozas megerdsiti azt az elvarast, hogy az
egészségligyl agazat szereplSi képesek legyenek a rendkiviili események megel6zésére, kezelésére
¢és az ellenalloképesség fenntartasara. A tanulmany célja annak bemutatasa, hogy milyen tipusa
rendkiviili események veszélyeztetik az egészségligyi kritikus szervezetek muikodését, valamint
milyen szervezeti és Uzemeltetési tényez8k befolyasoljak az rezilienciat. Ehhez szikséges a
vonatkozé U jogi normak szakmai értelmezése, valamint a hatésag altal el6irt, kételezben
alkalmazando szabalyok figyelembe vétele.
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A vizsgalat a kérhazak biztonsagi rendszerét komplex megkozelitésben értelmezi, és elemzi a
belsé és kiilsé eredetli rendkiviili események hatasait a betegellatas folytonossagara. A bemutatott
esetek ravilagitanak arra, hogy a veszélyes anyagok kezelése, a tlizesetek, a gazpalackokkal
kapcsolatos események, valamint az extrém idéjarasi jelenségek egyarant jelentSs kockazatot
hordoznak, kiillénésen akkor, ha a megel6z6 és felkészulési intézkedések hianyosak. A tanulmany
kovetkeztetése szerint az egészségligyi kritikus szervezetek ellenalloképességének novelése nem
kizarolag miiszaki kérdés, hanem szervezési, humaneréforras és tervezési feladat is. Az oktatas,
a kockazatalapu tervezés és a gyakorlatok rendszeres végrehajtasa egytittesen jarul hozza ahhoz,
hogy az intézmények rendkivili helyzetekben is képesek legyenek alapvets szolgaltatasaik
fenntartasara.

Kulcsszavak: egészséguigyi kritikus Keywords: critical healthcare entities,
szervezetek, korhazbiztonsag, hospital safety, resilience, extraordinary
ellenalléképesség, rendkivili események, events, risk-based planning, education and

kockazatalapu tervezés, oktatas, gyakorlatok  training, exercises

Legal framework of resilience in the healthcare sector and the hospital safety system

Member States of the European Union must identify critical entities that provide services
essential to maintaining vital functions related to public security and public health, society, the
environment, or the economy, as well as situations in which an event would significantly disrupt
these essential services. The healthcare sector includes healthcare service providers,
manufacturers of pharmaceutical active ingredients and critical medical devices, and the research
and development of new medicinal products. [1] The healthcare sector—including, among
others, healthcare service providers—must prevent events caused by natural disasters or man-
made threats such as terrorism or sabotage, effectively implement protective measures, and
ensure effective responses, resistance, mitigation and attenuation of impacts, adaptation, and
recovery. In other words, the sector must remain resilient. [2]

Act LXXXIV of 2024 on the resilience of critical entities defines the essential services provided
by critical entities that are indispensable for maintaining Hungary's economic and social stability,
ensuring national security, strengthening the national resilience system, protecting the
environment, maintaining defence capabilities, and safeguarding public health. The law clearly
stipulates that critical organisations shall develop their risk assessments, resilience matrices, and
resilience measures, taking into account the national risk assessment. [3:5.§ (2)] Based on its
external and internal environment, it assesses, identifies, evaluates, and manages all risks that may
affect the secure and continuous operation of critical organisations and critical infrastructure, as
well as the continuity of essential services. The risks to be examined during risk assessment and
in the preparation of the resilience matrix may include mandatory general and sectoral risks, as
well as other risks identified by the organisation. When conducting risk assessments and
preparing resilience matrices, attention must be paid to all consequences of risks that threaten
the secure and continuous operation of critical organisations and critical infrastructure, and that
could lead to an extraordinary event. The detailed aspects of risk assessment and the preparation
of the resilience matrix are specified by a government decree in Hungary. [3:18.§] [4] It is
important that, during planning, the resilience plan includes at least the following elements
relating to critical organisations and critical infrastructure: risk identification, risk assessment,
resilience matrix, and, taking these into account, the measures whose development and operation
ensure the continuity of essential services and the restoration of operations. [3:19.§ (4) c] It
should be emphasised that the manager responsible for the critical organisation's resilience must
prepare the risk assessment and resilience matrix and keep them up to date. [3:20.§ (4) c]
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In order to improve the resilience of critical organizations and critical infrastructure, the head
of the critical organization shall, using the resilience matrix and risk analysis methodology guide
published on the website of the general designating authority and taking into account the
national risk assessment, on the initiative of the head responsible for the resilience of the critical
organization, assesses and documents the threats and risks to the critical organization and critical
infrastructure that could lead to an extraordinary event. The harmful effects and extent of the
identified threats, the probability of their occurrence, and the degree of exposure must be
determined, and the resilience preparedness of the critical organisation and critical infrastructure
must be examined. Measures must be taken to improve security. The critical organisation shall
apply the following risk management solutions to the identified risks: risk reduction through the
introduction and implementation of protective measures; risk avoidance; risk transfer; and risk
acceptance. The critical organisation shall document and communicate the results of the risk
analysis within the organisation to the extent necessary. Risks affected by risk management shall
be justified by the manager responsible for the resilience of the critical organisation. The critical
organisation shall continuously monitor the circumstances affecting the risks and keep the
resilience matrix up to date. The general and sector-specific structure of the resilience matrix
shall take into account at least the following main topics: meteorological risks, geological risks,
human risks, technical risks, technological risks, fire risks, IT risks, risks related to hazardous
materials and technologies, and sector-specific risks. I'T risks in the case of essential services
relate to the digital operational resilience of the financial sector and the amendment of
Regulations (EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, 909/2014/EU and
(EU) 2016/1011, as specified therein. [4:15. §] When analysing risks, it is also important to note
that knowledge of the relevant rules is essential, which is why the general designating authority
has published a mandatory risk analysis matrix as an aid. [5] Within the healthcare sector, the
affected subsectors have also been specified—similar to the approach applied to vital system
elements under Act CLXVI of 2012; however, the currently effective legislation not only
redefines the subsectors but also provides detailed specifications of the relevant essential
services. [60][7] The areas of protection related to hospital safety include occupational safety,
environmental protection, fire protection, asset protection, civil protection [8], and radiation
protection. Cybersecurity has emerged as a relatively new field. These protective disciplines are
present throughout the system, from the macro-environment down to the direct processes of
patient care. In the context of disaster management and civil protection, the regulatory
requirements of the macro-environment are integrated into patient care processes through
healthcare emergency preparedness planning, Consequently, the requirements for responding to
risks and extraordinary events arising in both the micro- and macro-environments are
incorporated into healthcare emergency care processes, which differ in approach from those
applied under normal operating conditions. [9]

Extraordinary events in critical healthcare entities

Disasters can be classified by origin as natural or man-made (technological or civilizational).
Healthcare facilities, and hospitals in particular, constitute part of the critical infrastructure from
both technical and societal perspectives. [10] When extraordinary events are classified from the
perspective of critical healthcare entities, a distinction can be made between external and internal
extraordinary events that negatively affect the operation of a given organisation and thereby
jeopardise the continuity of care. External extraordinary events clearly include natural disasters,
which may result in impacts ranging from minor power outages to the complete operational
incapacity of the affected institution. This category also includes industrial disasters whose
effects extend beyond the boundaries of hazardous facilities, a characteristic example being the
Bhopal industrial disaster. An examination of internal extraordinary events in healthcare
institutions indicates that the majority of fires or explosions typically originate within the
institution due to non-compliant behaviour, improper work processes, or accidents.
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Events related to dangerous substances, as well as biologically induced infections and epidemics,
may constitute both internal and external extraordinary events. The above classification is
illustrated in Figure 1.
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1. figure: Elements, Interconnections and Position of Hospital Safety within Patient Care
(Source: author’s own figure)

Events Related to Dangerous Substances

Dangerous substances are regularly used and generated within critical healthcare entities. [11]
Chemically hazardous substances are used in both patient care and related research activities.
Based on a targeted inspection of carcinogenic, mutagenic, and reprotoxic (CMR) substances
conducted at 34 clinics and institutes in Budapest, covering 106 workplaces, it was established
that the annual use of formaldehyde is significant (approximately 2,300 litres per year across the
34 institutions). Although these quantities are not comparable to those used in industrial settings,
even incidents involving small amounts of hazardous substances may have a considerable impact
on the operation of a healthcare organisation. For example, on 9 November 2009, at a clinic in
Budapest, formaldehyde is presumed to have come into contact with hydrochloric acid in a
basement storage area, resulting in the formation of a pungent gas that necessitated the
evacuation of 15 individuals from the building. The internal investigation could not conclusively
determine whether the incident was caused by material fatigue of the storage container or by
staff negligence. [12] This event did not affect patient care, partly due to the location (basement,
operational area). In contrast, in a hospital in Seoul, the leakage of only one litre of nitric acid
on the second floor required the evacuation of 700 healthcare workers and 400 patients [13],
while in a hospital in London, 150 persons had to be evacuated on 14 August 2025 due to the
presumed mixing of chemicals in an operational area, which resulted in the formation of
chlorine gas. [14] These cases clearly illustrate that extraordinary events do not necessarily occur
during the use of hazardous substances, but may also arise during their storage as waste if this is
not carried out with adequate care and expertise.

Fire Incidents

Fire incidents may also occur within critical healthcare entities as internal extraordinary events.
Their occurrence can often be attributed to non-compliant behaviour, which may involve not
only employees but also patients. An example is smoking in prohibited areas, which led to a fire
on 17 March 2024 in a wooden-structured, metal-clad outdoor passageway connecting two
clinical buildings in Budapest, affecting an area of approximately 40 square metres. [15]

80



Fires may also occur due to improper work organisation, as demonstrated by the fire on 18 April
2023 at a hospital in Beijing, which killed 29 people. The fire broke out during renovation works
in part of the building due to parallel activities by two subcontractors: a walking surface was
being coated with epoxy resin while spark-generating work was simultaneously carried out in the
same area. The epoxy resin vapours, combined with fire-hazardous activities, led to a fire, the
effective suppression of which was hindered by the failure of the installed sprinkler system to
discharge water, raising questions about the facility operator's responsibility. [16] When
addressing hospital fires, particular attention must be given to the fact that during the COVID-
19 pandemic, the risk of fire significantly increased in the intensive care units of coronavirus
hospitals. This was due partly to overloaded electrical systems and partly to the extensive use of
oxygen cylinders during patient care. [17] The use of such equipment was closely linked to the
nature of the disease, as large numbers of patients with respiratory conditions overwhelmed
healthcare facilities, leading to a substantial increase in the number of mobile medical oxygen
cylinders and ventilators in use. During the pandemic, fires in institutions with such profiles were
frequent worldwide.

Events Related to Gas Cylinders

Medical gas supply systems, and gas cylinders in particular, may contribute to the occurrence of
fires and, in extreme cases, explosions within healthcare institutions. In this sector, medical
oxygen is the most common use, and the number of cylinders used simultaneously depends on
the institution’s profile—for example, significantly fewer gas cylinders are present in psychiatric
facilities than in pulmonology-focused institutions. Extraordinary events involving gas cylinders
can cause substantial damage to an institution’s infrastructure, hindering the effective
reconstruction of the sequence of events and the identification of root causes. A notable example
is the detonation that occurred on 13 November 1979 in the city of Parma, Italy, resulting in 24
fatalities, caused by a gas cylinder explosion at the Maggiore Hospital. As a consequence of the
incident, one wing of the hospital was completely destroyed, and even a 15-year judicial
investigation failed to conclusively determine whether the disaster was caused by a faulty
assembly of the gas cylinder or by the use of a cylinder filled with a flammable gas instead of
oxygen. [18]

Events Related to Extreme Weather

The occurrence of natural disasters affecting individual critical healthcare entities is strongly
influenced by the institution's geographical location. While healthcare facilities in Budapest may
be affected by storms and minor flash floods, as occurred in the early morning hours of 9 June
2025 [19], institutions in the United States, for example, may face challenges caused by
hurricanes. In such situations, the security of uninterrupted operation may be compromised by
the combined effects of multiple events, including elevator failures, water ingress, power outages
and other electrical issues, downed power lines, and broken windows.

Prevention and mitigation of disasters

To ensure continuous operation and resilience, critical healthcare entities must be prepared for
externally originating adverse impacts and strive to prevent internal extraordinary events in
response to disasters and extraordinary incidents affecting them, as described above, through
the following measures.

Education and Training: Appropriate preparation and training for employees regarding
extraordinary events is indispensable. A good example is the training of healthcare and technical
staff in the fundamentals of gas cylinder handling, during which personnel responsible for
operating such pressure vessels become familiar with the basic properties of different gas types,
appropriate conduct to be observed during transport, handling and storage, as well as the basic
management of emergency situations.
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It is essential that such training programmes be concluded with appropriate knowledge
assessment (examinations), enabling the verification of actual competence. [20] This
requirement is equally applicable in the field of fire protection and in relation to the handling of
hazardous chemical substances.

Risk Assessment and Planning: Operational safety responsibilities include preparedness for
extraordinary events, advance planning for crisis responses, ensuring the continuity of
operations, and recovery. If, as a result of extraordinary events, healthcare demands and
capacities become disproportionately misaligned, patient care is conducted in accordance with
the rules of crisis healthcare provision. [21] Resilience Plans focus not only on protection but
also explicitly on resilience. In developing any plan, the first step is to define objectives and
identify the risks that influence their achievement. [22] For critical healthcare infrastructure
elements, resilience planning must be based on the healthcare emergency planning framework.

Exercises: The exercising of plans and of situations generated by specific extraordinary events
is essential for verifying the realism of the developed plans and, in addition to education, for the
practical training and preparedness of employees. Such exercises may include simulating internal
extraordinary events (e.g., fires) or external extraordinary events (e.g., accidents involving the
transport of dangerous substances or natural disasters). Plans play a key role in the design of
exercises, enabling the precise definition of objectives, the identification and management of
risks, the involvement of relevant stakeholders (both internal and external), the clarification of
responsibilities, and the establishment of timelines. An important part of activities related to
extraordinary situations should also include protection against external intentional interventions,
where the roles of disaster management and industrial safety can be decisive [23].

Conclusions

With regard to critical healthcare entities, both external and internal extraordinary events can be
identified that negatively affect organisational operations and jeopardise the continuity of patient
care. In order for institutions to be adequately prepared for such events, it is essential that they
are aware of their exposures, possess appropriate plans, and have properly trained personnel
available to manage these situations effectively. The key elements of such preparedness—
alongside planning—are education and the organisation of exercises.
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